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I.  Introduction and Background 

As a regulatory agency charged with protecting human health and the environment, the 
Environmental Protection Agency (EPA) understands the importance of proper records 
management in meeting our mission. We welcome the Administration’s emphasis on records 
management and are pleased to present our progress and plans in response to the President’s 
Memorandum on Managing Government Records, issued November 28, 2011.  

In this report we document current Agency-wide efforts to reform records management 
policies, procedures, and tools, as well as Agency actions and decisions to improve and 
maintain the quality of EPA records. EPA’s focus is on “green” records management, with 
specific emphasis on electronic recordkeeping and storage solutions that can be accessed by 
all staff regardless of their location.  

A. Challenges 

At EPA, we face a number of challenges managing, using and preserving our records, 
including: 

 Uneven adoption and usage of an email records management tool; 

 Lack of a central repository to preserve FOIA requests and responses; 

 Escalating costs to store temporary records at Federal Records Centers; 

 Inadequate tools, policies, and procedures to address electronic discovery; 

 Increasing number of staff who work remotely.  

Inconsistencies within the Agency in how content is stored, maintained, and accessed are 
impacting critical processes related to electronic and paper records management. The result is 
increased costs, reduced Agency efficiency, and hindered capability to achieve workplace 
outcomes. The Agency also has business processes that are not aligned with advances in 
technology and do not promote the reduction in paper record keeping.  And finally, supporting 
a mobile workforce requires secure and increased electronic access to information.  

In an era of constrained funding, addressing these issues presents an additional challenge. 

B. Vision and Goals 

EPA’s vision is to become a “green” information organization with an easy, OneEPA solution, 
moving away from paper  toward electronic solutions. The Agency plan is to harness electronic 
content and records management tools and practices to minimize costs, and operate more 
effectively.  We believe improving records management and continuing to train our employees 
will enhance EPA’s performance, promote openness and accountability, and provide expanded 
access to EPA information.  

http://www.whitehouse.gov/the-press-office/2011/11/28/presidential-memorandum-managing-government-records
http://www.whitehouse.gov/the-press-office/2011/11/28/presidential-memorandum-managing-government-records
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Our goals to transform our recordkeeping procedures to meet this vision are:  

 Simplify user interfaces to identify, save, search, and retrieve electronic records; 

 Centralize records management storage to optimize the digital creation, exchange, storage 
and retrieval of electronic records and content; 

 Integrate recordkeeping requirements into business processes; 

 Upgrade and simplify policies and procedures to manage records electronically. 

II. Approach and Response 

In evaluating EPA’s records management status and to respond to requirements set forth in 
the President’s memorandum and supplemental guidance from the National Archives and 
Records Administration (NARA), we took a number of actions. 

A. Set up a Governance Structure 

Two years ago, EPA established an Agency-wide governance structure to identify the 
underlying causes of our records management challenges and devise strategies to address 
the challenges. Accomplishments include: 

 Formed the Electronic Content SubCommittee to focus on electronic content management, 
a group with cross-Agency representation that meets every two months; 

 Established the agency-wide records management vision and set goals to improve records 
and content management; 

 Began developing appropriate policy, procedural, and technological responses to 
implement the vision. 

The Electronic Content SubCommittee formed two work groups to support their efforts: 
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 Records Management Work Group – This work group meets twice a month to address 
records management needs and develop solutions to support the Agency’s long-term 
records management vision.   Their work is supported by two additional sub groups 
focused on priority areas. 

 Electronic Discovery (or eDiscovery) Work Group – This work group meets twice a month 
to develop policies and procedures to establish and ensure consistent eDiscovery practices 
throughout the Agency. 

B. Established Process to Develop/Improve Tools 

We initiated a process to develop, and improve where appropriate, various tools to improve the 
Agency’s capture of records. To date, we re-designed our email records capture interface and 
are exploring opportunities to leverage this newly simplified interface to enable Agency staff to 
preserve electronic records directly from their desktops. The streamlined interface will be 
implemented in FY2012.  

C. Aligned Records Schedules with Business Lines 

A records schedule sets EPA's official policy for records and information retention and 
disposal. The Agency initiated an effort to consolidate and simplify its  schedules to align with 
the lines of business as defined in EPA’s enterprise architecture.  This streamlined approach 
will make it easier for Agency staff to understand and apply the schedules, fostering increased 
schedule usage and consistency. Consolidated schedules will also enable EPA to take 
advantage of emerging technologies such as automatic content categorization.  Thus far, the 
Agency has consolidated 77 schedules into six (6) schedules.  EPA continues to consolidate 
additional schedules. 

D. Investigated Advanced Auto-Categorization Tools 

We began investigating the potential for advanced auto-categorization tools to assist in the 
management of EPA records by consulting with information technology and electronic records 
experts, including participation in tool demonstrations as part of industry outreach and NARA-
funded research. The effectiveness of these tools can be enhanced with standard taxonomies 
to identify and categorize electronic records. We plan to test these tools in FY2012. 

E. Began Establishing a New Electronic Discovery Service 

The Agency is establishing a new electronic discovery service, procuring new tools and 
developing appropriate procedures to improve internal processes for litigation support, FOIA 
responses, and other content analysis business needs. We installed the tools procured for the 
new eDiscovery service in EPA’s National Computing Center, and Agency staff and managers 
are finalizing standard policies and procedures to properly use these tools as well as support 
other eDiscovery needs.  The service is planned for Agency-wide deployment by Q1/FY2013. 
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F. Initiated Multi-Agency Freedom of Information Act (FOIA) Module 

EPA, the Department of Commerce, NARA, and other agencies are partnering to develop a 
multi-agency FOIA module. The FOIA module will allow agencies to assign and process FOIA 
requests, automatically generate reports, and upload, store, and publicly post FOIA responses 
in a Department of Defense (DOD) 5015.2 electronic records compliant repository. The FOIA 
module is planned for initial deployment in Q4/FY2012. 

G. Began Expanding the National Environmental Information Exchange Network 

EPA is expanding the exchange of electronic information between EPA and states, tribes and 
facilities via the National Environmental Information Exchange Network (Exchange Network). 
This expansion will promote the creation, exchange, and storage of “digital” information. 
Information that comes through the Exchange Network is primarily structured data and 
represents a large portion of the Agency’s records holdings. 

H. Worked to Ensure Agency Records Systems Fully Comply with DOD 5015.2 

Finally, EPA is implementing policies and procedures in which the Agency’s largest electronic 
systems will transfer records to EPA’s Records Repository or those systems will be upgraded 
to incorporate the DOD 5015.2 electronic records compliant capabilities. This electronic 
records architecture will ensure that EPA records are properly preserved and managed. 

III. Plans 

In this section, we present EPA’s plans for records management in the categories requested in 
the guidance. Each plan supports one or more of the six priorities outlined in the President’s 
Memorandum on Managing Government Records. The six priorities are presented here and 
referenced by number only in the remainder of the report: 

(i) Creating a Government wide records management framework that is more efficient and 
cost effective; 

(ii) Promoting records management policies and practices that enhance the capability of 
agencies to fulfill their statutory missions; 

(iii) Maintaining accountability through documentation of agency actions; 

(iv) Increasing open Government and appropriate public access to Government records; 

(v) Supporting agency compliance with applicable legal requirements related to the 
preservation of information relevant to litigation; 

(vi) Transitioning from paper-based records management to electronic records 
management where feasible. 
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A. Plan 1: Managing Electronic Records Management (Priorities i, ii, iii, iv, v, vi) 

EPA implemented a DOD 5015.2 compliant Agency-wide records and content management 
system in 2009, and currently several Agency information systems (e.g., correspondence, 
grants, personnel security, programmatic) transfer records to EPA’s Records Repository. We 
are developing plans to expand the system to incorporate the management of other types of 
electronic records including additional mission-related records. The system also allows EPA 
staff to capture email records, and we are streamlining the email interface to increase 
employee use and adoption.  

In addition, where possible, we are changing our paper-based business practices of printing 
and filing to processes that are fully electronic. This shift to electronic processes will eliminate 
or reduce the need to maintain paper files, saving equipment, labor and storage costs. Close 
coordination with program offices is required as governing statutes, regulations, delegation 
agreements, Memoranda of Understanding, etc. may dictate hard copy transfer. 

We are planning a full assessment of EPA paper records holdings to identify high priority, 
frequently-used paper records which could be targeted for future digitization (e.g., scanning 
and optical character recognition) and electronic storage. Increased digitization ensures that 
records are more easily available for eDiscovery, supports a mobile workforce, and improves 
other Agency business needs (e.g. product review, site clean-up) EPA will initiate the 
assessment of paper files in FY2013 and then develop digitizing milestones.  

We also plan to increase the use of the National Environmental Information Exchange Network 
to exchange data between states, tribes, territories, and facilities with the goal of eliminating 
paper transfer of data in the future. The goal is to transfer electronic records from states, tribes 
and facilities to EPA systems to keep digital records in a digital format. Digital records will be 
maintained in EPA systems that are electronic records compliant or they will be transferred to 
EPA’s enterprise recordkeeping system.  

As business processes are automated and improved, we are working to build recordkeeping 
requirements into each business process. As previously mentioned, we are working with the 
Department of Commerce, NARA, and other agencies to develop a FOIA module. This 
initiative will make records more easily available for responding to FOIA requests or litigation 
and will also help reduce storage costs. 

Finally, EPA is currently working on a project to consolidate the Agency’s records schedules. 
The goals of the project are to:  

 Create a simplified process for management of the retention of electronic records via EPA’s 
electronic recordkeeping system; 

 Streamline records schedules to allow future auto categorization tools to identify them more 
efficiently and to make the schedules more user friendly for Agency staff; 

 Reduce long-term retention periods, where possible, to maintain records in a more cost 
effective manner. 
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B. Plan 2: Email (Priorities i, ii, iii, iv) 

In 2008, EPA developed an application to capture and manage email records in our official 
electronic recordkeeping system. The application allows individual users to save their email 
records according to Agency records schedules. It also enables records managers to perform 
recordkeeping responsibilities on records in the system’s repository with various administrative 
tools.  

To increase Agency usage of the email records application, EPA developed and is now pilot 
testing a simplified interface called EZ Email Records. This solution is a one-step ‘click and 
save’ process for saving email records. Email records saved using EZ Email Records will be 
preserved in individual user folders and/or office folders in the secured records repository until 
the Agency implements a mature auto-categorization tool, which will categorize/ classify each 
email record under the proper records schedule.  

The project is slated to be rolled out Agency-wide by FY2012. The current email records 
capture tool will remain in place for Agency employees who need a more detailed and robust 
records management tool. 

C. Plan 3: Social Media and Web content (Priorities: iv, v, vi) 

In June 2011, EPA issued a Social Media Policy and three accompanying procedures 
(http://yosemite.epa.gov/OEI/webguide.nsf/socialmedia/representing_epa_online) which 
provide comprehensive guidance to EPA employees engaged in social media as part of their 
official duties. The three procedures address:  

 Using social media internally within EPA; 

 Using social media to communicate with the public; 

 Representing EPA online using third party websites, such as Twitter or Facebook. 

Each procedure establishes recordkeeping requirements for social media records. The policy 
and procedures for recordkeeping can be found at http://www.epa.gov/irmpoli8/policies/.  

In late 2010, we initiated an effort to restructure EPA’s public web pages to better meet the 
needs of the public and other stakeholders. The project, “OneEPA Web”, sought to unify the 
Agency’s web pages so that EPA presents consistent messages and focuses the Agency’s 
web resources on priority topics and audiences. We reorganized EPA.gov according to a new 
three-level model:  

 Microsites (comprehensive web sites focusing on high priority topics incorporating 
multimedia and social media outreach tools); 

 Resource directories (display relevant web content for a specific audience in a single 
navigation page); 

 Documents (a searchable collection of documents not organized in microsites and resource 
directories). 

http://yosemite.epa.gov/OEI/webguide.nsf/socialmedia/representing_epa_online
http://www.epa.gov/irmpoli8/policies/
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We established a cross-agency governance structure to guide the development of new 
microsites and resource directories. The effort consists of multiple phases with the first set of 
microsites and resource directories completed in early 2012 and work continuing.  

D. Plan 4: eDiscovery (Priorities iv, v, vi) 

As previously noted, the Agency established an eDiscovery Work Group in FY2012 to develop 
policies and procedures to establish and ensure consistent eDiscovery practices throughout 
EPA. These policies and procedures will address case naming conventions, roles and 
responsibilities for issuing litigation holds, and how to handle and manage sensitive, criminal 
enforcement, human resources and confidential business information.  

We also began developing and implementing enhanced eDiscovery software services to 
improve the Agency’s management of electronic information potentially responsive to litigation. 
These services will help us more efficiently identify, collect, preserve, process, review, analyze 
and produce electronically stored information required to be disclosed as a result of a 
discovery request. These services also will support collection, de-duplication, and processing 
activities of selected requests for information by Congress, by the public under FOIA, and by 
internal Agency customers to support EPA mission activities. Additional policies, procedures, 
and guidance will be developed as each phase of the eDiscovery service is deployed. 

We acquired software tools for the enhanced eDiscovery services to encompass the various 
stages of our electronic discovery process. These tools will assist with the identification, 
preservation, and collection of potentially relevant information, and it will be used to assist in 
the processing (identifying and removing duplicates and near duplicates), review, analysis, and 
production of information. We are developing training to educate EPA attorneys, paralegals, 
and technical staff who will use the new tools. 

EPA’s goal is to deliver a consistent, repeatable, enterprise-wide approach to eDiscovery 
process management that will remove legal vulnerabilities and therefore minimize potential 
litigation risks at the discovery phase of litigation. This new approach will also require new 
policies, guidance, procedures and training to ensure proper use. Key benefits of EPA’s 
enhanced services will include:  

 Lower costs; 

 Consistent and repeatable processes for meeting Agency obligations; 

 Reduced risk associated with document or data loss or inaccessibility; 

 Accelerated processing with higher quality results. 

Once deployed, we expect the enhanced eDiscovery services to significantly improve the 
Agency’s eDiscovery practices within one year.  
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E. Plan 5: Cloud Computing (Priorities i, ii, iii, iv, vi) 

At EPA, we are committed to cloud computing technology and have a number of cloud 
initiatives in progress and planned, including several which will benefit the Agency records 
program. 

We are on the verge of completing the consolidation of our enterprise email from a nationally 
distributed architecture to a centralized “private cloud” model. Previously, EPA’s email hosting 
infrastructure resided at over 50 EPA locations and was administered by local business units. 
Under the new private cloud approach, EPA’s enterprise IT operations organization is hosting 
Agency email in four integrated enterprise data centers, heavily leveraging the virtualization 
and infrastructure management technologies that establish cloud’s high availability, scalability, 
and agility. 

The email project establishes a cloud foundation upon which other technologies may be 
similarly deployed, including file services – the storage and management of individual users’ 
documents, spreadsheets, presentations, images, and other data files – which today are also 
geographically and organizationally distributed. Email and user files represent a sizeable 
percentage of EPA’s electronic records. Our approach seeks to consolidate the storage of 
these records into a single, technically consistent, uniformly managed cloud infrastructure, 
greatly simplifying and improving record search and discovery. 

In addition to private cloud implementation, EPA is piloting externally hosted cloud based email 
and collaboration solutions.  These broader collaboration solutions have the potential to 
provide integrated platforms and services for records management.  Our cloud initiatives 
position the Agency to leverage cloud services for integrated storage and simplified access of 
electronic records associated with email and user-generated files.  

IV. Top Priority, External Obstacles and Improvement 
Opportunities 

The remainder of the report specifically responds to requirements from the Presidential 
Memorandum and NARA guidance to identify our top records management priority; obstacles 
in existing statutes, regulations or guidance; and policies or programs that could improve 
records management if included in NARA’s future Records Management Directive. 

A. EPA’s Top Records Management Priority 

Our top priority in EPA’s records management program is to create and maintain records in a 
digital format that meets Agency needs and NARA’s preservation requirements. In order to 
meet our vision, we need to change business processes, adopt and/or operate appropriate 
tools and services, and update policies. This priority is critical in our effort to become a “green” 
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information agency in which content is created in a digital format (i.e., “born digital”) and 
managed digitally throughout its life cycle. 

B. Obstacles in Existing Statutes, Regulations or Guidance 

1. Guidance and New Technologies 

Guidance on records management for new technologies is often issued substantially after the 
technology has become entrenched in agencies. For example, there is currently no guidance 
on managing records generated by mobile applications even though the technology has been 
in use for several years. Guidance also is too general and additional detail would be helpful. 

2. Schedules are Often Too Complicated and Difficult to Implement 

There are 21 different retention items covered by the General Records Schedule (GRS) 1/33 – 
Examining and Certification Records. Using a big bucket approach would facilitate 
implementation and setting retentions at a high level, instead of setting retentions at a granular 
level, helping agencies streamline and simplify recordkeeping. 

3. New Records Paradigm Not Reflected in Statutes, Regulations, etc. 

Federal records statutes, regulations, and business processes were enacted, promulgated and 
instituted during a time when federal agencies created, stored, retrieved, and preserved 
records in paper or other physical forms. With the emergence of electronic information 
technologies – databases and storage solutions, search and eDiscovery tools, email, the 
Internet, and mobile devices - the records management paradigm has changed from focusing 
on structuring and storing paper documents to searching, accessing, processing, preserving, 
and protecting electronic information. As a consequence, applying schedules as a means to 
store, find, and access electronic information is more cumbersome and less efficient than 
using robust storage, search, retrieval, and analytical technologies. The proliferation of paper 
offers a cautionary tale for the management of electronic records: agencies need guidance, 
best practices, and regulations on how to integrate recordkeeping requirements into processes 
as they are improved and automated. If this is not done when e-records are created, they will 
most likely remain unmanaged throughout their lifecycle. 

4. Difficulties Transferring Electronic Records to NARA 

NARA has made strides toward easing the transfer of electronic records, but there is still an 
opportunity to allow transfer of e-records without spending considerable resources to transform 
them into an acceptable format. For example, at EPA the process to transfer electronic records 
requires a lot of work on EPA’s part to reconfigure the records into a format that NARA can 
accept. 
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C. Opportunities for Improvement in the Future Records Management Directive 

1. Record Schedule Restructuring 

NARA should radically restructure the general records schedules into three broad categories:  

 Short-term temporary (transitory), which would include but not be limited to routine email 
messages, ephemeral correspondence, and twitter feeds of existing records (maintain for 6 
months); 

 Long-term agency temporary, which would include but not be limited to program and 
project management records (e.g. maintain for 10 years); 

 Permanent, which would include but not be limited to records of an historical nature, 
national significance, and records of an agency’s most senior political leaders. 

2. Standard Language for Contracts and Service Level Agreements 

NARA should develop standard language for electronic records management which agencies 
could use for procurement (e.g., procuring technical assistance to develop, operate and/or use 
content and records repositories on premises environment or in the cloud) and for social media 
(e.g., specific practices to capture and preserve records). 

3. Electronic Records Advocate, Cutting-Edge Researcher and Clearinghouse 

NARA should operate as the Federal government’s convener and advocate of improved 
electronic records management policies, best practices, technologies, and training by: 

 Operating as an electronic records management researcher or “think tank:” NARA 
should review, evaluate, pilot, and conduct competitive contests (such as the Defense 
Advanced Research Projects Agency's (DARPA) red balloon challenge) on cutting-edge 
technologies (e.g., auto-categorization of records, on premise and cloud-based solutions), 
policies, and practices; 

 Acting as a clearinghouse of innovative technologies, critical skills, best practices, 
and core competencies: NARA should convene forums to showcase innovative 
technologies, policies, and practices for agencies, facilitating an open exchange among 
agencies and industry; 

 Serving as a staunch advocate of transforming records management in the Federal 
government: NARA should raise the importance of shifting towards improved electronic 
records management and away from a paper-based approach with critical and influential 
groups (e.g., President’s Management Council, Chief Information Officer (CIO) Council, 
etc.); 

 Establishing a training clearinghouse: NARA should develop government-wide online 
training modules which could be used by federal agencies. 
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4. Advocate Expansion of Shared Services 

NARA should lead the Federal charge to expand usage of shared services for records 
management (e.g., government-wide solutions) and innovative technologies (e.g., auto-
categorization). 

5. Help Agencies Incorporate Records Management in Business Processes 

NARA should help agencies find ways to embed records management in their business 
processes. This would help change the view of records management as an additional 
compliance burden to a service that can improve business processes and assist staff in 
accomplishing their work. 

6. Restructure the management of Federal Records Centers  

NARA should restructure the billing and tracking of records in Federal Records Centers.  
Currently, agencies pay for the costs of storing inactive paper records in Federal Records 
Centers. Previously, NARA did not charge agencies for the storage of such records.  As a 
result, a significant portion of the funds agencies spend on their records management 
programs have been re-directed to pay for the storage and servicing of inactive paper records,  
This reduces the amount of funds available for critical records management program needs 
(e.g., training, outreach, development of new technologies, program reviews, etc.).  In addition, 
NARA systems used to track and control the inventory of inactive paper records in Federal 
Records Centers need to be improved since they are not sufficiently granular for agency 
needs.  

 


