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January 31, 2013 
 
 
Ms. Amy Bennett 
OpenTheGovernment   
 
Re:  2013-HQFO-00091-JH 
 
Dear Ms. Bennett:  
 
This is the final response to your October 4, 2012, Freedom of Information Act (FOIA) request to the 
Department of Homeland Security (DHS),  “access to and copies of the report submitted by DHS to the 
Archivist and the Director of the Office of Management and Budget (OMB) pursuant to the November 
28, 2011 Presidential Memorandum on Managing Government Records.”  This office received your 
request on October 5, 2012. 
 
In responding to a FOIA request, DHS/OCIO will search for responsive documents in its control on the 
date the search began.  We began our search on October 8, 2012.  A search of Office of the Chief 
Information Officer for documents responsive to your request produced a total of 5 pages. 
 
We are granting your request under FOIA, 5 U.S.C. § 552, and DHS’ implementing regulations, 6 C.F.R. 
Part 5.  After carefully reviewing the responsive documents I have determined that this report is 
appropriate for public release.  The documents are enclosed in their entirety; DHS has claimed no 
deletions or exemptions. 
 
Provisions of FOIA allow us to recover part of the cost of complying with your request.  In this instance, 
because the cost is below the $14 minimum, there is no charge. 
 
If you need to contact us about this request, please refer to 2013-HQFO-00091-JH.  You may contact 
this office at 1-866-431-0486 or 202-343-1743. 
 
   Sincerely, 
 
 
 

   

X
Tara E. Clark
FOIA Program Specialist  

    
 
   Enclosure(s):  [DHS Report], [# 5]  



AGENCY RESPONSE TO PRESIDENTIAL MEMORANDUM - MANAGING GOVERNMENT RECORDS: 
OPTIONAL TEMPLATE FOR NARRATIVE REPORTS 

Agency name: Department of Homeland Security 

Date: 2/3/2012 

Name and email of individual submitting this response:  
 
Name of Senior Agency Official (may be the same individual): Chris Cummiskey  
 
 

 

 

 

 

Section 2(b)(1) Describe the agency’s current plans for improving or maintaining its 
records management program, particularly with respect to managing electronic records. 
For each of the plans on your list, indicate which of the following priorities from sections 
3(a)(1-6) is addressed and identify the top priority of your records management program 
and describe why it is your agency’s top priority. Enter agency 2(b)(1) response here 
[free form text field]. 

The most important strategic initiative for DHS is to implement standards and uniformity across the 
Department’s records programs.  Through standards and uniformity an Electronic Records Management 
System (ERMS) implementation will be simpler, more cost effective, and ensure higher level of buy-in 
and ultimately success in managing legacy and electronic records.  In order to achieve this, DHS has 
implemented several high level priorities. 

1.  Records Management Maturity Model integrated (RM3i): The RM3i focuses on four main dimensions: 
Organization, Process, Tools & Services, and Management.  The assessment provides DHS a baseline of 
its records management programs and identifies gap areas as well as potential initiatives both within 
Components and enterprise-wide.  This ensures the business of records management is sound before 
implementing an ERMS.  The RM3i is related to NARA priorities three and five.   

2.  Records Management Qualification Framework (RMQF): The RMQF establishes specific knowledge 
requirements for varying levels of complexity to qualify for records management positions and 
responsibilities.  The framework ensures training maturity across DHS records personnel, and promotes 
consistency in knowledge, comprehension, and execution for records management activities across the 
Department.  The RMQF is managed at the Department level in coordination with Components resulting 
in effective and efficient training development, resources, and implementation across DHS.  The RMQF 
aligns with NARA priorities one, two, and five. 

3.  Enterprise Records Management Policy and Instructions:  The Enterprise policy and instruction is 
forward looking and identifies a path for managing records regardless of format and medium.  The 

Please enter your text after each section description.  When completed, send as an attachment to 
RM.Communications@nara.gov.  
 
For additional information, please refer to the MEMORANDUM TO FEDERAL AGENCY HEADS: 
Presidential Memorandum on Managing Government Records, dated November 28, 2011 (transmitted 
under Memorandum to Federal Records Officers AC 03.2012). 
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enterprise policy also establishes an organizational framework for effective and efficient management of 
record policies, changes, and mission and technology evolution.  To support the enterprise policy and 
instruction, DHS has implemented the Information Management Portfolio in the DHS Enterprise 
Architecture.  This portfolio aligns IT investment efforts across the records management, privacy, FOIA 
and legal counsel functions to leverage a more holistic approach in managing electronic records and 
information.  This aligns with NARA priorities, two, four and five. 

4.  Enterprise Records Governance: To ensure the right leadership visibility, prioritization, and execution 
across the organization, DHS established the Records Leadership Council (RLC).  The RLC is a cross 
Component leadership body for the development of records management strategies, policies, and 
priorities.  In addition, DHS established the Records Management Policy Working Group (RMPWG) which 
is a cross-functional leadership body that assesses the impact of record management policy change 
across business lines throughout DHS.  The RMPWG is composed of key stakeholders from offices with 
records management equities, such as the General Counsel, Privacy, Freedom of Information Act (FOIA), 
Chief Human Capital Officer (CHCO), Office of Policy, Executive Secretary, and the Chief Information 
Officer (CIO).  Finally, as a subunit of the RLC, DHS has established a Records Management Committee 
(RMC).  The RMC is comprised of front line Component records staff and provides feedback from the 
operational/tactical level.  Establishment of the aforementioned governance bodies aligns with NARA 
priority two.  Additionally, DHS is in the process of developing an Executive Steering Committee (ESC) for 
the Information Management Domain.  The ESC brings together Components toward a singular strategic 
effort on funding, technical roadmap, and governance for a DHS-wide solution to manage the DHS 
electronic records and information needs. 

5.  Enterprise Scheduling (ES): ES looks across DHS identifying common functions and activities that fit 
within an enterprise schedule.  Aside from uniformity and standardization, it improves the ability to 
identify records across DHS.  In February 2012, Secretary Napolitano issued a  DHS Efficiency Initiative to 
implement the coordinated, enterprise-level submission of records disposition requests for common 
functions across the Department.  This initiative will reduce costs, streamline processes, and facilitate 
electronic records management by consolidating the submission of new and existing records disposition 
requests for common functions.  To date, DHS has identified 16 different functions to develop enterprise 
schedules and submitted 1 ES to NARA and drafted an additional 4 ES for DHS-wide review.  This aligns 
with NARA priority one. 

6.  Electronic Records Management System (ERMS) Pilot: DHS is currently conducting an Electronic 
Records Management System (ERMS) pilot.  The ERMS will provide DHS the capability to streamline the 
capture, storage, and disposition of electronic records.  DHS is working to integrate the ERMS solution 
with e-Discovery and FOIA information management needs to implement a holistic enterprise-wide 
solution.  This initiative is directly tied to NARA priority six.  



Section2(b)(2) Identify any provisions in relevant statutes, regulations, or official NARA 
guidance that currently pose an obstacle to the agency’s adoption of sound, cost-effective 
records management policies and practices. Describe the difficulty in as much detail as a 
200 250-word limit (each) will allow. Please identify the statute/regulation/ guidance as 
clearly as possible. Enter agency 2(b)(2) response here [free form text field]. 

1) 36 CFR § 1220.34 (i) instructs agencies to “[i]nstitute controls ensuring that all records, 
regardless of format or medium, are properly organized, classified or indexed, and described.”  
However, this guidance provides no specific detail or suggestion on how this organization, 
classification, and indexing should occur.  As a result, agencies have adopted a multitude of 
various “File Number” or “Classification Code” systems.  These individual taxonomies vary 
widely among agencies – not just in content, but in structure (e.g., number of characters/length 
of identifiers; how alpha or numeric characters are utilized; use of dashes versus decimals; etc.). 

The plethora of coding systems in current use across the Government tremendously complicates 
efforts to standardize and improve information sharing among agencies.  Moreover, when each 
agency attempts to incorporate its own unique file codes into an electronic records platform, 
the variance in metadata models results in incompatibility, inaccuracy, and the likelihood that 
relevant information could be overlooked when automated searches are conducted across 
multiple Government entities.  Besides impeding effective recordkeeping, this lack of 
standardization and the associated inefficiency also have ramifications from the legal and 
compliance standpoints.  FOIA and e-Discovery mandates require responses that are rapid as 
well as comprehensive.  Without a common frame of reference, attempting to search for and 
identify information that is responsive and relevant - whether across an agency, an Executive 
department, or the entire Federal government – is complicated for those who are making the 
request, as well as for agency officials who are trying in good faith to respond. 

2) Even though the majority of documents are now created electronically, regulations at 36 CFR 
§ 1226 direct agencies to “print and file” all electronic records that are not managed in a 
certified electronic recordkeeping system.  Conversely, as agencies undertake efforts to digitize 
legacy paper records to improve accessibility and information sharing, NARA regulations (such 
as 36 CFR 1225.24) and litigation ‘freeze” orders force agencies to keep records in both 
mediums.  DHS faces this issue among many of its Components, for example:  

a. USCIS, along with CBP and ICE, face serious challenges managing paper and 
electronically stored Alien Files (A-Files).  Currently both paper and digitized A-Files are 
retained permanently, increasing physical and electronic space needed to properly 
manage the records.  Because all three Components use A-files, relying on physical 
records delays the time it takes to share information.    

b. USCG maintains Military Personnel Files in an electronic system; however, the files have 
paper and electronic records associated with them.  Having to account for physical and 
electronic records increases the risk of error or invalid personnel files.  And when key 
records exist in both mediums, keeping both versions of records synchronized can be 
problematic.   

 
The current paradigm also results in significant costs for storage of physical and electronic 
records.  For example, USCIS alone spent $5.5M on physical storage and maintenance of records 
at FRCs in 2011.  This figure does not include the cost of storing and maintaining the digitized 
records.  



 

3) To function properly, records management programs require resources - human and financial - 
to support their legally required records activities.  This necessitates staff with the proper 
position descriptions, qualification criteria, and consistent titling conventions to ensure parity, 
standing, and credibility in comparison with other common Government “CXOs.”   

It is true that the National Archives has recently taken steps with OPM to develop updated 
Records Management position descriptions, and has established a “Chief Records Officer” role 
at NARA.  However, these efforts will have minimal impact if there are no accompanying NARA 
regulations and staffing models, which can be cited by agency records officials, to ensure the 
Records Management function is deployed from an organizational unit of appropriate size, 
scope, and budget – and in a manner that parallels, at the agency level, the standing and 
authority of the Government-wide CRO. 

The lack of definition of what constitutes an optimal “records management program,” based on 
the type of the agency, its size, or GS level required for staff, is important due to the fact that 
current and anticipated funding steams for FTE and contractor positions continue to decrease – 
while records responsibilities (as evidenced by this current Presidential Memorandum tasking) 
continue to grow in scope and responsibility.  At the same time, NARA needs to produce clear 
cut regulations and directions opposed to “guidance” which allows for various interpretations 
across the Federal government.  Without specific requirements/regulations, it is difficult for 
agencies to request needed resources to support NARA-identified activities. 

 

Section 2(b)(3) Identify policies or programs that, if included in the Records 
Management Directive required by section 3 of this memorandum or adopted or 
implemented by NARA, would assist the agency’s efforts to improve records 
management.  Please describe and justify each suggestion in 200 250 words or less. 
Enter agency 2(b)(3) response here [free form text field]. 

1) NARA should develop a standard, Government-wide file taxonomy and nomenclature system 
that can be utilized for file coding/classification by all Federal agencies.  Understanding that the 
premise for NARA’s General Records Schedules (GRS) is that common files exist within most 
agencies, it makes sense that those common files should utilize a common filing convention – 
i.e., a Government-wide version of a “Dewey Decimal System.”   

This effort - which conceivably could be built upon the existing Federal Enterprise Architecture 
(FEA) concept - would permit standardization and consistency between agencies, facilitating 
information sharing, and creating a more responsive framework for FOIA requests, judicial e-
Discovery, and application of GRS.  Adoption of such an enterprise system would also provide 
the basis for a consistent, standard metadata model that could be incorporated into design and 
development of records systems - and provide an industry standard that would improve 
availability and viability of commercial, off-the-shelf solutions.  

This new coding system, once established, could be linked with NARA’s GRS structure.  
Alternatively, an updated GRS, accounting for the changing format of records, could form the 
basis for a new hierarchy of file codes. 



2) NARA allows for the destruction of many paper records, once digitized, in accordance with the 
“media neutral” guidance found in 36 CFR § 1225.24.  However, this permission extends only to 
records submitted for scheduling on or after December 17, 2007.  NARA should re-evaluate the 
current requirements for media neutrality to enable more agencies to maintain and submit 
essential records electronically, even if they were scheduled before December 2007.  If agencies 
are permitted to store the electronic copy of the record – to include imaged/digitized versions 
of hard copy documents – this will decrease physical storage costs, freeing up resources to put 
towards other records management efforts.  Additionally, this would allow agencies to 
proactively create and organize electronic versions of certain physical records (previously 
scheduled as “Permanent” under paper based media specific schedules approved before 
December 2007) as the designated record keeping copy, thus giving agencies the ability to 
transfer the electronic versions of the records to NARA via the Electronic Records Archive (ERA) 
or other NARA approved transfer methods. 

3) NARA should issue requirements which describe model records management offices, rather 
than non-specific guidance to Federal agencies.  Requirements give records officials in Federal 
agencies something to promote when requesting additional resources from senior leadership.  
For example, providing requirements on records staffing ratios will help agencies receive the 
necessary support for their programs.   

To reduce the time of appraisals and scheduling, NARA might also consider developing (1) 
advanced/senior-level Records Management Professional (RMP) training, and (2) a Delegated 
Appraisal Process authority for qualifying agencies who have certified RMPs.  The RMP 
certification would enable qualifying agencies to bypass the entry level Appraisal Archivist (AA) 
review, and instead proceed directly to Senior Appraisal Archivist (SAA) review/clearance.  This 
would reduce scheduling backlogs at the AA level and speed the approval process overall.   

Finally, continued collaboration between NARA and OMB is strongly encouraged.  Maintaining 
Records Management as an “unfunded mandate” will not result in success – especially when it is 
forced to compete alongside agency operational missions for budget and personnel resources.  
However, if Records Management continues to receive the Administration’s support as an 
Executive priority – and appropriate provisions reinforcing this priority are included in OMB 
budget and strategic planning documents – RM operations will have better visibility and 
consideration at the agency level as well, increasing program standing and likelihood of success. 
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